Vulnerability Assessment Programs – Industrial Decision Making for the 21st Century

Course Description –
1. Major Elements

The proposed course in Vulnerability Assessment has four major elements, each of which exploits the rapid advances made in the field of risk and reliability assessment over the past thirty years:

· Characterization of Hazards

· Identification of Hazards

· Structuring Penetration Scenarios

· Prioritization of Remedial Actions.

2. Goal of the course

The course is aimed at the mid and upper level manager who will be the developers and implementers of the methodology and processes, which are integral to the protection of their facilities from events involving deliberate and unauthorized intrusion. 

The course can be readily extended to a higher level, i.e. expanded to include the application of vulnerability software, and other analytical tools in the development of plant specific vulnerability models. The workshop examples provided during the proposed course will focus more on the use and application of vulnerability models, rather than on their development.
3. How will the course be taught?

We propose to teach the course as a combination of lectures, discussion periods and workshop examples. These latter course elements are intended to reinforce the ideas in the form of a “hands on” vulnerability decision-making process for each attendee.

The proposed course length is variable from 2 to 4 days, as follows (although this can be tailored to meet ASME needs and interests): 

· 1 day, Characterization and Identification of Hazards,

· 2 day, Structuring Penetration Scenarios,
· 1 day, Prioritization of Remedial Actions.
4. What is unique about the content or the approach to the subject?

This course is unique in that it presents asset based practical solutions to very complex vulnerability decisions.  The course introduces functional analysis as a method for clearly identifying the objectives and structure for each barrier system, development of the Master Plant Logic Diagram to show the logical and physical interrelationships between targets, barriers and threats and Vector Response Trees (VRT) which provide a diagramed set of instructions used for determination of response, level of isolation, and notification requirements. The VRT is developed from the threat and barrier analyses and lends to quick, accurate, and reproducible responses.

5. What problems or issues does this course address?

The course equips the student with the necessary tools to determine “whether or not they should consider a vulnerability assessment” using asset management techniques. In many respects the training provides an overall generic understanding of the approaches, in addition to the specifics, this better prepares the attendees for the independent model building and solving processes which they will face in their own individual companies. Specific approaches will be detailed during the discussion and workshop exercises.

Specific Objectives

The course will:

· Provide an broad, in-depth understanding of Vulnerability Assessment, its uses, advantages and how the program can be made to integrate with other commonly employed industrial decision making processes,

· Provide the overall benefits that a plant/process designer, owner or operator can expect to get from application of a vulnerability assessment,

· Provide a clear understanding of the roles of each of the Vulnerability Assessment Tools,

·  Provide a thorough understanding of the functional characteristics of vulnerability analysis, how to develop the functional models which provide the underlying structure for the analytical models,

· Provide an introduction to the detailed modeling processes as part of a workshop environment. Teams will be working on problems together, in the way that they would be required within most corporate entities,

· Provide generic models which can be tailored to meet specific applications by the students when they return to their home companies,

· Provide an understanding of the benefits and pitfalls associated with vulnerability analysis and how to structure the approach so that the focus I always on the most important issues. This optimizes the application of analytical resources. 

Course Audience – Who Should Attend?

1. The courses are aimed at mid- and upper-level managers in order to provide them with the necessary information needed to make the commitment to perform a vulnerability assessment at their facilities. The course can easily be augmented with more detailed analytical information so that it can also serve the needs of the mid- and low-level supervisors who will be responsible for implementing the actual vulnerability assessments. This more detailed material may not necessarily be part of the presented material, but will be integral to the discussion periods and the workshop examples. 
2. The course will require an engineer’s understanding of plant operation and safety issues, but attendees should also be on the management track for plant design or plant operations. It is essential that attendees have a firm functional grasp (not necessarily detailed or specific) of industrial economics, typical level of the understanding needed to pass a PE licensing examination.

3. Specific industries or companies where there is a need for this course. 

The approach is generic and suitable for many different segments of corporate and public arenas. In general, applications discussed in the course will in general will focus on industries which comprise operating or storage facilities which:

· contain toxic process materials which present a significant threat to the health and safety of on- and off-site populations in the event of an unplanned release,

· contain highly energetic or explosive materials which present a significant physical threat to the health and safety of on- and off-site populations if there were to be an unplanned release,

· contain materials for consumption by the general populations, which if contaminated by other materials can present a significant threat to the health and safety of on- and off-site populations,

· public facilities and services which if weakened, removed or violated in some way, present a significant threat to civil infrastructure and its resultant effects on the economic health and safety of the general populace.

Estimated # of Pages of Course Notes:  100

Course Outline 

Detailed course agenda including the time spent on each topic/subject (e.g. Day 1) 

Key Topics Day 1 Agenda 

	Time
	Topic 
	Activity

	8:30 –9:30 AM
	Introduction – What is a Threat?
	Lecture (after introductions, etc.)

	9:30 AM
	Identification of Critical Assets and Support Systems, preliminary introduction to functional analysis and the use of integrated logic diagrams
	Lecture 

	10:30AM
	Break
	

	10:45
	Characterization of Hazards
	Flow Charts, lecture and discussion

	12:00-1:00 PM
	Lunch 
	

	1- 2 PM
	Identification of Hazards 
	Lecture and discussion

	2 PM
	First discussion and work-shop example
	Simple example looking at the cost effectiveness of a improvement

	3:00 PM
	Break
	

	3:15 PM
	Vulnerability Assessments (Go/No Go) Second discussion and work-shop example
	Simple example looking at the cost effectiveness of a Vulnerability Assessment

	4:00-5:00 PM
	Introduction to Concentric Rings of Protection. 

Overview of days activities and reinforcement of critical issues and insights
	Lecture

	5:00 PM
	End of day one
	


Key Topics Day 2 Agenda

	Time
	Topic 
	Activity

	8:30 –10:30 AM
	More detailed look at functional analysis, barrier analysis and the Structuring of Penetration Scenarios
	Flow Charts, lecture and discussion

	10:30AM
	Break
	

	10:45
	Development of a Master Plant Logic Diagram for a specific hazard/barrier/threat analysis 
	Workshop example – group looks at his own processes

	12:00-1:00 PM
	Lunch 
	

	1- 2 PM
	Presentation of workshop results
	Lecture 

	2 PM
	Prioritization of Remedial Actions – Conditional Effectiveness of Emergency response 

“Preparing for the worst” – To what extent?
	Lecture

	3:00 PM
	Break
	

	3:15 PM
	Workshop example
	Probabilistic Decision-making exercise

	4:00-5:00 PM
	Critique of workshop and discussion of Overview of past two days activities
	Lecture/Discussion

	5:00 PM
	End of day 2
	


Key Topics Day 2 Agenda

	Time
	Topic 
	Activity

	8:30 –10:30 AM
	Build Analytical Threat Barrier Models
	Demonstration /Lecture

	10:30AM
	Break
	

	10:45
	Identify and Prioritize Threats 
	Lecture/Discussion

	12:00-1:00 PM
	Lunch 
	

	1- 2 PM
	Develop Countermeasures
	Discussion

	2 PM
	Cost Effective Implementation
	Discussion

	3:00 PM
	Break
	

	3:15 PM
	Programmatic Implementation and Application of Analytical Findings
	Workshop

	4:00-5:00 PM
	Critique of workshop and discussion of Overview of past days activities (wrap-up)
	Lecture/discussion

	5:00 PM
	End of day 2
	


Prerequisites: 

Student should be on the management track, must have knowledge of plant design / and or operations and maintenance and an understanding of economic analysis.  Student needs a calculator.
Special Features

We will develop a flow chart for each element of the course and supplement each one with notes, as needed. All presentations will be by overhead.  Workshop examples will be handed out when needed.

Note: The proposed instructor for this course was instrumental in the development of the techniques, which became the foundation for “functional analysis. He has also worked in the areas of risk and reliability analysis for the nuclear and chemical industries for the past twenty-five years and will exploit this experience when developing the material for their proposed course. He developed TECDOC-1264 for the IAEA and in this document expressed and expounded many of the ideas, which will also be embedded in this course. This course will of course focus on a broad range of process, production and utility industries. The IAEA document is copyrighted, but is a useful indicator of the types of available material.
Assessment Measures

We will provide a survey, to be completed by each student at the end of each day.
Cost

Price dependent on course content requested.  Please email mark@SARACon.net or call 509 366-5251 for a quote.

